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Background

The International Space Station (ISS) is a collaborative programme secured via
Intergovernmental Agreement between 15 governments and European Space Agency member
states (10 European countries, UK, USA, Russia, Canada, and Japan) (ESA, n.d.). In 2007, the
ISS Safety Task Force (IISTF) was tasked with delivering a report to the National Aeronautics
and Space Administration (NASA) which reviewed safety controls and processes in place to
avoid 3 high-risk scenarios that would impede ISS operations:

1. Destruction or abandonment of the ISS;
2. Loss of its crew;
3. Crew health issues (IISTF, 2007).

The report details no software solutions which directly address crew health. SecureSpace
proposes development of a database management system (DBMS) application which allows
ISS crew members to record health-related indicators to maintain a continuous overview of crew
health throughout a mission. The system should keep track of crew radiation exposure, the
effects of a closed/ unnatural environment with altered gravity, social isolation and
Earth-distance, as primary hazards of space flight (Childress et al., 2023).

Domain-Specific Technical & Security Assumptions

e Operating System (OS): NASA systems run on Windows and Linux (The Linux
Foundation, n.d.).

e Approved cryptography & security: NASA does not publish its in-force software
security standards or cryptographic techniques. Standards published by OWASP, which
encapsulate the most critical security risks and provide a consolidated framework for
secure application development where otherwise no universal standards exist
(Petranovi¢ & Zarié, 2023), will be referenced.

Proposed System & Requirements

While research into astronaut health monitoring is available (e.g. a Ballistocardiography (BCG)
senor system (Kulau et al., 2022) or predictive diagnostics through vision testing in space (Fink
et al., 2014)), SecureSpace found no evidence of a DBMS which delivers a continuous health
record built on robust security architecture and strict data privacy principles.

The proposed application will allow astronauts to record health indicators related to physical
fitness, mental health, ambient temperature and radiation exposure to monitor the risk of the
crew developing health issues which may endanger the respective mission. The application will
be available for use by astronauts visiting the ISS from all international partners (IPs) via an
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onboard terminal. Astronauts will update their health data on an ongoing basis throughout a
mission. To preserve privacy and data security, database records will be encrypted and deleted
from the database following a mission.

Functional requirements:

Interface: Command Line Interface (CLI), ensuring OS compatibility.

DBMS: SQLite, selected for its stability, reliability, multiplicity and widespread use
(W3schools, n.d.).

Downloads: encrypted record downloads shall be allowed.

Concurrency: limited to one user entering data and multiple sensors monitoring
temperature, radiation etc.

Non-functional requirements:

Network: Ethernet connection (100 mbps). The application will run on a central terminal
to minimise attack surface and increase security of personal data (no onboard web
access).

CPU: the application will use threading for concurrency, not multiprocessing. It will
therefore only require one processor core of a CPU, so it can be run on any machine.
RAM: expected 1GB, typical of modern devices.

Storage: Built-in memory. Estimated storage allowance for crew of 7 astronauts per
mission (NASA, 2023) updating health records once daily is 20KB. Estimating 100 logs
per health record per day at similar capacity, storage requirements for one year should
not exceed a lower limit of ca. 722MB (2GB maximum). Logs will be stored in a separate
database to health records.

Peripherals: keyboard.

This proposal represents user-database interaction only. Transferring data to third parties (e.g.
via email) is out of scope.

User roles will be limited to:

Superadmin (permissions: create user, assign roles and privileges, execute SQL queries
for database management);

Mission Moderator (permissions: approve user, delete user profile and data);

Astronaut (permissions: update and view health records, download data files).

See Appendix 1 for UML diagrams:

1.
2.

Use case diagram, showing system scope;

Misuse case diagram, showing system security threats and safety hazards (Sindre,
2007);

Activity diagram, showing functional requirements;

Class diagram, showing system implementation as a basis for development.
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Security standards

With the domain in mind, the application classifies as a level 3 standard verification (i.e. an
application which delivers “high value, high assurance, or high safety”), referring to critical
infrastructure or health and safety software (OWASP, 2021). Although OWASP (2021) advises
application of the Application Security Verification Standard 4.0.3 (ASVS) in the Software
Development Lifecycle (SDLC), this would be beyond the capacity of the team. Instead the
widely-recognised OWASP Top 10 Application Security Risks (2017) are used as guidance. The
following table summarises the vulnerabilities and security measures that will be implemented:

Security Risks Application Vulnerabilities & Planned Security Measures

e Vulnerable injection surface: Superadmin database privileges
(can perform SQL Queries).

A1:2017 Injection e Security measures: Sanitize input (filter keywords and special

characters) for all roles.

Vulnerable authentication surface: user passwords.

Security measures: multi-factor authentication; time-limited
A2:2017 Broken set-up passwords; password length and complexity requirements
Authentication (min. 8/ max. 64 characters; allow most characters); limit, log and
alert all failed login attempts.

Data vulnerabilities: password storage; personal data.

Security measures: encrypt database records; store passwords
A3:2017 Sensitive using strong salted hashing functions (bcrypt); penetration
Data Exposure testing; delete sensitive data after mission.

e Out of scope: application does not use XML parsers.

A4:2017 XML
External Entities
(XXE)
e Authentication vulnerabilities: role-based access privileges for
Ab5:2017 Broken superadmin, admin and astronaut.
Access Control e Security measures: robust roles; no role-inheritance.
e Vulnerable security misconfiguration surface: external library/
database/ technology configuration and manipulation.
A6:2017 Security e Security measures: only implement necessary libraries; only
Misconfiguration implement OWASP-approved or known libraries; ensure correct

configuration of all technologies.
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A7:2017
Cross-Site
Scripting (XSS)

Out of scope: application will not be available via a web browser.

A8:2017 Insecure
Deserialization

Out of scope: file downloads will be allowed, but deserialisation is
not considered.

A9:2017 Using
Components with
Known
Vulnerabilities

Potential component vulnerabilities: all implemented external
libraries and database services.

Security measures: implement a tool that checks for
dependencies and security vulnerabilities (bandit).

A10:2017
Insufficient
Logging &
Monitoring

Loggable user actions: all ‘auditable events’ i.e. application
errors; logins, viewing, updating and deletion of data;
authentication successes and failures; authorisation failures;
input/ output validation failures; excessive logins; memory
changes etc.

Security measures: implement an effective monitoring and alert
system for auditable actions; store log records in a dedicated
database with restrictive commands; encrypt logs.

Table references: OWASP (2017); Pillai (2017); OWASP (2021) Cheat Sheet Series.

Tools and Libraries

The software will be written in Python and include the following compatible technologies:

Bcerypt: for password hashing (recommended by OWASP (OWASP, 2021)).

Python built-in libraries: re, logging, unittest, getpass, threading, pip.

Pylama: covers pylint, pydocstyle, pycodestyle, pyflake, mccabe and others.

Bandit: checks for common security flaws and dependencies.

Pytest Security: checks for common issues such as input validation and access control.
coverage: tests code coverage.

cryptography: library for cryptographic algorithms.

The justifications for the use of these libraries are that they are supported in the most recent
version of Python and developed through a rigorous process of proposing and accepting

language changes.
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GDPR Compliance

The domain dictates that the application may be used by ISS IPs, for whom data protection
legislation is not universal. The application will therefore be developed according to the UK
GDPR (Article 5(1), principally), which follows similar standards to the EU (ICO, n.d.). Article 9,
12 and 13 will apply as additional protections for data subjects in the collection of health data
(i.e. consent and purpose of use) (Mulder, 2019).

The lawful basis for data processing is subject to:

1) the consent of the data subjects;

2) the vital interests of crew health as a key ISS vulnerability (IISTF, 2007);

3) the continuation of ISS operations, as outlined in the legal framework of the ISS (IISTF,
2007).

It is assumed that astronaut consent to data processing is sought before any mission
commences. Nonetheless best practice dictates that data security, deletion and privacy
statements/ policies are included in software documentation (alongside technical
documentation) (Huth & Matthes, 2020). All personal data stored at rest within the DBMS will be
encrypted, complying with data confidentiality principles (Ringman et al., 2018).

Testing

Whitebox testing is an ongoing process implemented by the development team itself (Pillai,
2017). Due to the small team size and limited timeframe, this is the most practical approach to
testing. Unit testing (i.e. developing test cases for all functions and class methods and
comparing the response with an expected outcome) will ensure that testing occurs
systematically throughout the SDLC (Pillai, 2017).
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Appendix 1: Application UML Diagrams

1. Use Case diagram, showing system scope:
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2. Misuse case diagram, showing system security threats and safety hazards (Sindre, 2007);
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3. Activity diagram, showing functional requirements of the application:
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4. Class diagram, showing system implementation as a basis for development:
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